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Fig. 1: The Overall Leadership rating for the Privilege Management market segment [Note: There is only a horizontal axis. Vendors to the right
are positioned better.]

In this Leadership Compass CyberArk takes the Overall Leadership in Privilege Management.

&
€ CYBERARK seos+ DuadroSoft

%



[MpuBUNEIrMPOBAHHbIN aKKAYHT: 4YTO,

rae n novyemy

Kem ucnonnaviorca | Ucnonnaviotca ana

Bce BbICOKME NpuBmnaernu

CNO¥HO KOHTPO/ZIMPOBATL, YNPaBAATb U OTC/NIEKMBATD

BeayT K KPUTUYECKUM PUCKAM MPU HENPABUIbHOM UCMNO/Ib30BaHUN

€ CYBERARK

\/
% QuadroSoft
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4 wara K 3oPeKTUBHOMY KOHTPOIO

1. ObHapyXuBaTb BCe NpUBUNEermpoBaHHbIe 3anncu

2. 3aWwmwaTthb 1 ynpaenaTb NPUBUIIETMPOBaHHbIMMU
aKKayHTaMm

3. KoHTponupoBaTtb, M30IMpPOBaTb U OTCrEXUBaTb
NnpUBUNErMpoBaHHbIN AOCTYN K cepBepam, Bl n
BUpPTYanbHbIM nnatdgopmam

4. PaccnegoBaTb UCNosfib30BaHUe NpUBUIierupoBaHHbIX
3anuceun B pearibHOM BpeMeHU
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1. ObHapyXunTb BCE
NPUBUNETMPOBAHHbIE 3aNNCU

3-TbW NULa U NpoBanaeps.l

[MpunoxxeHud y & ~ VIP 6u3Hec-nonb3oBaTenu

CMCTeMHble< = Privileged GG }MeHeD)Kepbl )
agMUHMCTPaTopbl | | Aai(re coumanbHbIX ceTe
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2. 3awmwaTb ¥ yNpaBnATb 3anucsmm

Y6epurtechb, YTO XpaHunuiie 6e3onacHo

BHegpuTe npoueaypbl NpoOBEPKN A0CTyNa b‘
K NPUBUNErMpoBaHHbIM 3anNuUcAMm

YnpocTuTe ynpaBneHue noriuTukamum EI
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3. KoOHTponupoBaTb, M30NIMpPOBaThb U OTCNEXUBaTb
NnPUBUIErMpoBaHHbIA JOCTYN

e KOHTpO/AMpYyeT KTO MOKeT NOAKIYATLCA K
NPUBUIETMPOBAHHOM CECCUU U KaK A0/TO

e [lpepoctaBnaeT npueuaerMpoBaHHbIn SSO 6e3 nepecbiKK Naponsa
* (0643bIBaeT NCMONb30BATb NPOLECC YTBEPKAEHMNA 3aABKU

* BHeppseT cTporyto ayTeHTUdUKaLumo

e JlaeT pa3pelleHuns Ha onpeaeneHHble KOMaHabl

Connect with Account x|

You are required to specfy a reason for this operation:
Makz 3 Configuration Change e
| [& [FAsendlink Refresh

Request Timeframe e [N Account Details: Windows Server Local A ts-Administrator- p ts
i W Access is required:
7 ™ 7 M
From  [3/1/2011 |3 [B:00 AN Ltack [Dcontm [GResect ‘ Password -
Request Details sl
|7 Multiple access is required during thi Logon
| | Show J | Copy J
| Password
Status: Request is waiting: 1 more user(s) must confirm the request = = = i L Connect J LCopy Shom:utJ Account Group
Gkt Requestedon:  3/1/2011 10:21:45 AM I | Show | Copy | = = Mon
- 4 b roup:
Operation: Retrieve password PC Requestor John |s Server Local Accounts @ .
Operation Retrieve password PC1 0SS Windows Domain Accounts-... =
: 1 user(s) must confir g System
B - %ahrm Domain Admin Accounts Task Manager Copy Shortout | Ig_ V:: N ts
e (PSHRemoteHachine =Components) (ConnectionChent =PSH. RDP) = inistrator un
Re (T Make & Conliguration Change ask HEHEEEF 1 m ﬁ hg System-WinServerLocal-
Access Type: Multiple operations from 3/1/2011 B:00:00 AM to 3/3/2011 5:00:00 PH envices MMC . ents-Administrator
es

Remote Machine: Compong

11/17/2010 5:46:58 PM)
1/2011 10:08:48 AM)

pmmand Line

Additional Information
ftrator

Last verified:  MJA lents

¥ Emergency
Reterence No: hesz Last modified:  Administrator (1171772010 12:40:14 PM) ents
T— Last used: Admin-titrahﬂrﬂﬂﬂ'flﬂlﬂ 12:40:14 PM)
Lbesir Narma: Administrator
Confim Reject
Bddress: Serverl
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3. KoOHTponupoBaTb, M30NIMpPOBaThb U OTCNEXUBaTb
npUBUNEernpoBaHHbIN OOCTYN

* [IPUYNHHbBIN aHaNU3
* Kopoue Bpemsa BOCCTAaHOB/IEHUA
* [apaHTUA NPOXOXKAEHUA ayAMUTa N COOTBETCTBME

MO GRS AR R HRGEY WIRHEHCEL ST b A0 Hedene?

e WinDomabn-test_admbn- 11153002 /017 26 10050043 ARM-301 2/ 01726 10:53: 29 AM
Sossions. | N
Search for Session Reco

Ssarch fer Sz '
Search for: |components|

warch for Ses

HaxXmute ana

. Search o Con [ o il [P ——— & n pOCMOTpa
[ search for session recor B Fetmrares Logn st i) H#ee T R ich & o =L
Search ol [r——p R : . a.“ l-: 5
(-4 Ll el H
& Zaarch fy ekl s il i
Search | | Clear N e Hr e | - pasd 57t
Sewch | | cif e e i the b g H :
E bt I mrecs B i 11
User Command Views :_""" g et ' e Duration Size
r Armnnns WVew a W r ‘I '. . L : |
mike S D I : i .|| 000110 276KB i
John L : S SISl e S ath € hosis E‘J:.'f:’; pm—rs [ 00:01:00 195KB ]
= 1 it P =
John B sawn § : 00:00: 16 7B i
: —
| 3
[
[
l
[
domal e |_cwmp [Tl t P — |95 Cwsaw 0
ge1-18al:
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3. KoHTponupoBaTb, U30NMpOBaThb U OTCIIEXNBaTb
NnPUBUIErMpoBaHHbIA JOCTYN Monitor

© Bunaeosanucb

© 3anucb TeKCTa
©®© Ayant no KomaHgam ceccun SQL n SSH
© MOHUTOPUHT INYHBIX MU HEYNPABAAEMbIX aKKayHTOB

2 I INADI 1S - PSH Transpsrent Connection - Windows Internet Explorer

Tzl e Kl

. Be Edi Seerch Edipe Gession Qaiahese Depug Hew ltes Windee Hep B B -|
REEItLe@D Nl -B-B- 630888200 [otorz |8 - uiria B
| o SCOTTLD. 10, 80 2 ISR

| Besa

E 6318f9a8-8154-4b10-9a30-f3d5162de87d.SQL[1].txt - Note_

File Edit Format View Help

STDI| 000000000074 |Select rolefrom session roleswhere role in ('DBA". 7| o Feveites @ Secure connect
STDI| 0000000
5TDI | 0000000 CPM A = Recordi Versi
STDI | 0000000
STDI | 0000000
Secure Connect
STDI|0000000) | | Time ~ |User | Action || More igﬁ, =
STDI | 0000000 &Y LIFUFFANLL LU a0 TiLEdl] Fal¥l LUrreeL 11 Y e |
STDI |0000000| | A% 15/08/2011 10:51:50 nitzd amanoears - SS——
STOL} 0000000! | i\ 15/09/2011 10:49:38  nitzq b, Accourts blicationType: f oen e
5TDI| 0000000 & 15/09/2011 10:49:23  nitzg [ Sates HlicationType: § Adéess 19.168.41.63
STDI | 0000000 .
STDI|0000000| | A\ 15/08/2011 10:49:24  nitzg [ Sessens User Hame: sttt
T o000l | di 15/08/2011 10:47:53  nitz; e mmand: Select| p— =
5TDI| 0000000 & 15/09/2011 10:47:19  nitzs ’ mmand: dedard . . = '
STODT | 0000000 & ) F'I ncoming Hequests Fart: 3389
STDI | 0000000 15/09/2011 10:47:19  nitz: - mmand: Select| mp oo doves: r
STDI| 0000000 | 4\ 15/09/2011 10:47: 19 MZH ] casnsenr mmand: select | comectto machne 1~
A\ 15/09/2011 10:47:19  nitz3] [ ppicssons mmand: SELEC]
.« Bl res Cosnmst | | Clear
[ System Configuration e o

[COBFEMERHEIES
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3. KoHTponupoBaTb, M30NIMPOBaTb U OTCNEXUBATb \
NPUBUNErMpoBaHHbIN AOCTYN Monitor

Cy Cyber-  rk Privileged ldentity Management 1132081 | Aoyt | Logaff auditer | Help

0420667 d-ecd3-4dRc- aadd- 1 B FOAEI Toh VTN awi

S Search lor Session Recordmgs
Hy N-r:\;'u’.‘-vﬂ. JI B} : : I
; : el ]
4 <« AL » -
* Supports.SSH.and SAL commands —
R Lecal intramed | Probected Mode ON i T iM% -
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3. KoOHTponupoBaTb, M30NIMpPOBaThb U OTCNEXUBaTb
npUBUNEerMpoBaHHbIN A0CTYN

Kak CHM3UTb PUCK 3aparkeEHNA CUCTEM?

"

CepBepa

BpepgoHocHoe 10 E
—aneer noctvo L Bl

ba3bl AaHHbIX

HoyTbyk MBaHa (DBA) 3aparkeH

BpegoHocHoe 0 He

MMeeT focTyna K B/l Privileged Session Manager

Ceccma BbINOIHAETCA Ha

N30/IMPOBAHHOM 3aLLULLEHHOM
NPOKCK, HE Ha HoyTOYKe.

BupTyanbHble MaLUUHDI
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4. PaccnegoBaTtb MHUMAEHTLI B peasibHOM BPeMEHMU

Onpepnensem atak
p n y anIBM}'IeFI/IpOBaHHbIﬁ anIBMI'Iel'VIpOBaHHaﬂ
Aoctyn dKTUBHOCTb

KoHTponb goctyna K
UHTerpunpyem c SIEM XpaHWUAnLLY

OnpepneneHne BpeaoHOCHOM
BbInonHAeM U MHAEKCUpyeM 3anuchb AKTUBHOCTH

NoBeaeH4YeCKUN aHaNn3 B
peasbHOM BPEMEHMU,
nHTerpaumna c SIEM

KoHTponb ceccui

NMpoBoaum aHanu3 noBeaeHUs
aAMMHUCTPATOPOB U Koppensuus
COoObITUN
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On-Demand Privilege Manager for

11 2
e—m e -

gy FromAccess =1y | Y Ia 3] connedians 4l ‘ N r K Clear .2 =4 pata validation ~ ¢£ ng Ltlj L]
5 From Web Sl Sl & ' Properties b | %}Reapp\y EE- —  [F& Consolidate H L 4 £

From Other Existing Refresh § Zl Sort Filter Textto Remove Group Ungroup Subtotal
,_;jFrom Text Sources = | Connections Al =2 Edit Links A _‘!’}’Advanced Columns Duplicates L‘;? What-If Analysis = - -

Get External Data Connedtions Sort & Filter Data Toals Qutling fa

“When  Who | What R Where ESEEESE \ho oS

D
ﬂ Targe'ﬂ Target System ﬂ Target Poi(ﬂ New Target

1

2 |2/28/2011 10:33:07 AM  paul Privileged command initiated  root rhel2.cyber-ark-demo.local UnixSSH (Command: fsbin/iptables —ist, Current Working Directory: fhomefpal

3 |3/1/20119:33:16 AM Password¥anager  Retrieve password root rhel2.cyber-ark-demo.local UnixSsH =
4 |31/20119:35:54 AM Mike: Refrieve password root thel2. cyber-ark-demo.local UnixssH

Monitor & audit with reports and text recording

[:B: Add

| | Command « Authorized User Type

fbinfkill = Unix Team Allow

fzbin/iptables .= Unix Team Allow

fshin/service Operations Team Allow

;;" NS 7 Jusr/bin/reboot Unix Team Deny
}\ Unix /Linux

Control supéfuser access Servers Granular Access Control
to the Privileged Accounts and Hardening
(root, oracle, appl...)
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On-Demand Privilege Manager for

= Objections Handling — Why Wianl E]Jdigéévlﬁty (UAC) isn’t Enough?

OPM For Windows Moderately Managed
Standard User Account @ Administrator Account Required
Granular Privilege Control @ Full Admin Privileges
Policy Driven via Group Policy © User Driven via UAC
Configurable End User Messages © Fixed End User Messages
Privilege Monitoring and Auditing @ No Auditing
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NMpuHUMN paboTbl

Collect

Collecting privileged accounts
activity

A 4

Ongoing Profiling

Profiling normal behavior

Detecting abnormal privileged
accounts activity
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INCIDENT SUMMARY

Month

Hide
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Mtark Unread

Motify

ID 1F789D - Privileged access
during irregular hours
Sunday, Jun. 30, 2013 05.00:00pm

Vault user 'PAUL' retrieved the password
of privileged user 'root' on machine
'‘BANK.PROD.1" at irregular hour.

© DETAILS
Risk Index: 95 (HIGH)
Status: ACTIVE
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3a ponosaHuTenbHou nHpopmaumeun obpallamreco:

{+375 (17) 241 77 66
E {info@quadrosoft.by
{www.quadrosoft.by W




