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Cyber Kill Chain
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Cyber Kill Chain
NpoHUKHOBEHME AKTuBHas ¢pasa atakm
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* 99,9% yazsumocTten b6binn 3KCNAYaTUPOBaAHbI
bonee yem yepes rog nocne nyonmkaumm CVE;

* 60% MHUMAEHTOB NPOU3OLLJIN NO BUHE
aAMUHNCTPATOPOB 13-3a HEMPABWUJ/IbHbIX
HaCTPOeEK;

* 23% nonb3oBaTesien OTKPbIBAOT PULLMHNOBbLIE
email;

* 11% KNUKAOT Ha BNOXKEHUE;

* 50% OTKpPbIBAOT MMCbMO U BNIOXKEHUE B TeYEHUMU
Yyaca;
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Cyber Kill Chain
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Top 20 Critical Security Controls
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CSC 1: Inventory of Authorized
and Unauthorized Devices CSC 11: Secure Configurations for Network Devices
CSC 2: Inventory of Authorized and
Unauthorized Software
CSC 12: Boundary Defense
CSC 3: Secure Configurations for
Hardware and Software
CSC 13: Data Protection
CSC 4: Continuous Vulnerability Assessment and
Remediation
CSC 14: Controlled Access Based on the Need
CSC 5: Controlled Use of Administrative to Know
Privileges
CSC 15: Wirsless Access Control
CSC 6: Maintenance, Monitoring, and
Analysis of Audit Logs
CSC 16: Account Monitoring and Control
CSC 7: Email and Web Browser Protections
CSC 17: Security Skills Assessment and
Appropriate Training to Fill Gaps
CSC 8: Malware Defenses
CSC 18: Application Software Security
CSC 9: Limitation and Control of
Matwork Parks tﬂiﬂ:ﬂﬁdﬂimuﬂﬁllﬁ!uﬂ
C5C 10: Data Recovery Capability CSC 20: Penetration Tests and Red Team Exercides
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Rapid7

IBM Big Fix
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Incident Detection
& Response

w nexpose @ metasploit
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nexpose

Vulnerability

Management

COLLECT PRIORITIZE REMEDIATE

MoCTORHHEIN MOHUTODMHT, Mbxas, HacTpavsaemas KosTponupyWTe npouecc

ananTueHas bezonacHOCTL, NONHOoS npuopuTeaaums. B nepeyw ovepeas YCTPaHEHWA.

NOKPLITHE MHDPECTPYKTYPLL. YCTPAHANTE TO, YTO ASHCTEBUTENEHO Pacnpenenesme 3aaau no
R YCTpaHeHwso cpa3y nocna

CKaHMPOESHWA 8BTOMaTUNECKN.
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AsTOMaTnU3auUnA — KAOY K 3PPEeKTUBHOCTU

* [InHamunyeckaa rpynnmMpoBKa XOCTOB;

e ABTOMaTUYyecKoe obHapy*KeHne XoCcToB u
NMHaMUYECKME CKaHbl;

e ABTOMATM4YECKana peaKkLua Ha TpUrrepbl;
* IHTenneKTyasibHaA MeToAMKa OLLeHKN PUCKOB;

* 3pPeKTnBHAA, MHOroypoBHeEBAA OTYETHOCTD.
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Liveboards — New Generat

on Reporting

OTtyeTbl 60/sbLIE HE HYXHbI

asset.os <== | family = "solaris” ) and asset wlnarability. severity = “critical® SAVE FILTER APPLY
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Remediation Workflows

MrHoBeHHasA peakuna Ha PUCK

* ABTOMaATU4ecKoe
co3aaHune NpoeKTos,

* KOHTpO/b BbINONIHEHUA
3a]aHUN;

e ABTOMATHUYECKOe
pacnpegeneHme
3aJaHUN.
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Agents

* XocCTbl 33 Npeaenamm
ceTu;

* YacTo BbIK/ItOYaEemMble
XOCTbI;

* XOCTbl, KOTOpblE
He/1b3A CKaHUPOBATb.
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metasploit

Penetration
Testing

PRIORITIZE REMEDIATE

COLLECT
Haioure peansHsie myT YcTpanuTe soamoxsbe Gpeww B

CobepuTe B 0QHOM MacTe BCe
NPOHUKHOBEHUA W CKOHLEHTPUPYATE 3amTE

BOGMOXHOCTH B3NOMa 1
NPOTECTUPYWHTE CBOK CETh CBOM YCWNHA HA HUX
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Metasploit: Vulnerability Validation

Risk Assessment

wnexposé ~ u}_ —
g @E@--,

Vulnerability - Penetration
Management & SR / Testing &
Configuration S Threat

Assessment Risk Validation Validation

[ﬁ] metasploit
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PaclumMpeHHasa noaaep»KKa NPOTOKO/I0B U NPUJIOXKEHU

* [lopaeprKKa KaCTOMHbIX

CKPUMTOB,;

* (O6xopa aHTMBMPYCA;

* [MBKOCTb B reHepaumm

Nannoyanos;

* [loapeprKKa HOBbIX

METOA0B aTaKk.
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Payload Generator @ Chase Payk
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insightIDR

Incident Detection
& Response

UNIFY DETECT PRIORITIZE
Cobepure BCE paxuie co BCEX ObHapysETE HEMIBECTHLIS Haigure cnabwe mecTa.
WCTOMHMKDS WCTOMHAKM YTPO3.

/.

¢

0:’:0 Q“a“rnsn“ SEEEEEEN SEEEEEEEE EESEEEEEEE EEEE www.quc:drosoﬁ.by



YCKOpbTe paccnegoBaHue

Log Files ) . _
[e.g. Event, Antivirus, I:l . At « Enriched Log Search

Firewall, Proxy) s User Behavior

SIEM/Log RER Elaniar Brings together: « Endpoint Data

% Aggregator Analytics
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KoHTaKTbI
Q +375(17) 241 77 66
info@quadrosoft.by
@ www.quadrosoft.by
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